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AN ORDINANCE TO CREATE A DATA HANDLING POLICY FOR THE CITY OF
ATLANTA; TO SET GUIDELINES FOR WHEN DATA MAY BE ACCESSED BY CITY
EMPLOYEES; TO AMEND THE CITY OF ATLANTA CODE OF ORDINANCES BY
ADDING CODE SECTION XXXX; AND FOR OTHER PURPOSES.

WHEREAS, the City of Atlanta (the “City”) and more specifically the Department of
Information Technology (“DIT”) is the custodian of information that is vital for the functioning
of the City of Atlanta government; and

WHEREAS, as the custodian of this important and highly sensitive information, the City and
DIT must adhere to a high standard of protection and confidentiality in the storage, handling and
distribution of this data. Of particular importance is any and all health related information and
reports that come within the responsibility of DIT; and

WHEREAS, due to the ever changing landscape of electronic data including the ease of access
to the information it is important to have safeguards and policies in place to insure that the
information is only used for official business; and

WHEREAS, the City of Atlanta Code of Ordinances shall be amended by adding Section
XXXX to include a policy for handling, accessing and managing electronic data within the City.

NOW THEREFORE THE CITY COUNCIL OF THE CITY OF ATLANTA, GEORGIA
HEREBY ORDAINS, AS FOLLOWS:

Section 1. That the City of Atlanta Code of Ordinances is hereby amended by adding Section
XXXX which shall read: This policy applies to all DIT and City employees, contractors/vendors,
and partners that provide IT services to the City of Atlanta government, have access to electronic
discovery resources or that have access to City of Atlanta privileged information. Collectively for
the purpose of this ordinance “Data Employees’)

Section 2: That the City of Atlanta Code of Ordinances is hereby amended by adding Section
XXXX which shall read: This policy should be regularly reviewed in conjunction with City of
Atlanta Information Classification Policy; City of Atlanta Records Management Policy, City of
Atlanta Electronic Retention Policy; introduction of new software and City of Atlanta Electronic
Communications Policy.

Section 3. That the City of Atlanta Code of Ordinances is hereby amended by adding Section
XXXX which shall read: All Data Employees shall adhere to and are responsible for the
following:
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All City of Atlanta business related data stored in electronic or printed form shall be
treated as confidential, unless otherwise stated by the data owner(s).

Data employees shall be personally and professionally responsible for maintaining the
security and confidentiality of all information within the care of this department and shall
take all reasonable and appropriate steps to safeguard this trust.

All data stored in electronic form must not be transmitted, copied, displayed or discussed
except in the course of your duties and as authorized in writing by the application owning
department/agency and your immediate supervisor or manager unless for official business
(open records request, discovery or other mandated disclosure).

Data employees with access to resources that allow for the remote review, copy or
downloading shall not do so unless first contacting the creator, custodian or owner of the
information unless collection is part of an official investigation or prohibited by law.

Data residing on tapes or other portable media shall not leave the data center except as
authorized in writing by DIT management or application owning department/agency.

Any magnetic media being removed from service in the data center shall be rendered
unreadable in a manner designated by DIT policies and procedures.

All printed materials shall be released only to the application owning department/agency
or to the application owning department/agency’s authorized courier unless otherwise
required by law.

Any spoiled or unclaimed printed materials shall be disposed of in a manner designated
by DIT policies, procedures and state law.

Section 4. That the City of Atlanta Code of Ordinances is hereby amended by adding
Section XXXX which shall read: All employees, contractors/vendors, and partners shall report

any infraction or suspected infraction of this standard to their supervisor and Division Director

and Chief Security Officer immediately.

Section 5. That the City of Atlanta Code of Ordinances is hereby amended by adding
Section XXXX which shall read: All employees, contractors/vendors and partners shall be
subject to disciplinary action, up to and including dismissal, termination of contract, in
conformance with the provisions of the Code of Ordinances of the City of Atlanta, Georgia
for failure to conform to this Policy. Violations of this Policy may also serve as grounds for
revocation of the privilege to use one or more of the Resources. In addition, if applicable,
violations of this Policy may be referred to the appropriate authorities for criminal/civil
prosecution.

Section 6. That all ordinances and parts of ordinances in conflict with this ordinance are
hereby waived to the extent of the conflict.



