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CITY COUNCIL
ATLANTA, GEORGIA	

13-0-0279

AN ORDINANCE BY
COUNCILMEMBER FELICIA A. MOORE

AS SUBSTITUTED BY FINANCE/EXECUTIVE COMMITTEE

TO CREATE SECTION 2-229.1 IN PART 2, ARTICLE V, OF THE CITY OF ATLANTA
CODE OF ORDINANCES TO ESTABLISH A DATA HANDLING POLICY FOR THE
CITY OF ATLANTA; TO SET GUIDELINES FOR WHEN DATA MAY BE ACCESSED
BY CITY EMPLOYEES; AND FOR OTHER PURPOSES.

WHEREAS, the City of Atlanta (the "City") and more specifically the Department of
Information Technology ("DIT") is the custodian of information that is vital for the functioning
of the City of Atlanta government; and

WHEREAS, as the custodian of this important and highly sensitive information, the City and
DIT must adhere to a high standard of protection and confidentiality in the storage, handling and
distribution of this data and of particular importance is any and all health related information and
reports that come within the responsibility of DIT; and

WHEREAS, due to the ever changing landscape of electronic data including the ease of
access to the information it is important to have safeguards and policies in place to insure that
the information is only used for official business.

NOW THEREFORE THE CITY COUNCIL OF THE CITY OF ATLANTA, GEORGIA
HEREBY ORDAINS, AS FOLLOWS:

Section 1.	 Part 2, Article V, of the City of Atlanta Code of Ordinances is amended to create
Section 2-229.1 which shall read as follows:

This policy applies to all DIT and City employees, contractors/vendors, and partners that provide
IT services to the City of Atlanta government, have access to electronic discovery resources or
that have access to City of Atlanta privileged information. Collectively for the purpose of this
ordinance "Data Employees")

This policy should be regularly reviewed in conjunction with City of Atlanta Information
Classification Policy; City of Atlanta Records Management Policy, City of Atlanta Electronic
Retention Policy; introduction of new software and City of Atlanta Electronic Communications
Policy.

All Data Employees shall adhere to and are responsible for the following:

All City of Atlanta business related data stored in electronic or printed form shall be
treated as confidential, unless otherwise stated by the data owner(s).

Data Employees shall be personally and professionally responsible for maintaining the
security and confidentiality of all information within the care of this department and shall
take all reasonable and appropriate steps to safeguard this trust.



All data stored in electronic form must not be transmitted, copied, displayed or discussed
except in the course of your duties and as authorized in writing by the application owning
department/agency and your immediate supervisor or manager unless for official business
(open records request, discovery or other mandated disclosure).

Data Employees with access to resources that allow for the remote review, copy or
downloading shall not do so unless first contacting the creator, custodian or owner of the
information unless collection is part of an official investigation or prohibited by law.

Data residing on tapes or other portable media shall not leave the data center except as
authorized in writing by DIT management or application owning department/agency.

Any magnetic media being removed from service in the data center shall be rendered
unreadable in a manner designated by DIT policies and procedures.

All printed materials shall be released only to the application owning department/agency
or to the application owning department/agency's authorized courier unless otherwise
required by law.

Any spoiled or unclaimed printed materials shall be disposed of in a manner designated
by DIT policies, procedures and state law.

All employees, contractors/vendors, and partners shall report any infraction or suspected
infraction of this standard to their supervisor and Division Director and Chief Security Officer
immediately.

All employees, contractors/vendors and partners shall be subject to disciplinary action, up to
and including dismissal, termination of contract, in conformance with the provisions of the
Code of Ordinances of the City of Atlanta, Georgia for failure to conform to this Policy.
Violations of this Policy may also serve as grounds for revocation of the privilege to use one
or more of the resources. In addition, if applicable, violations of this Policy may be referred
to the appropriate authorities for criminal/civil prosecution.

Section 2.	 That all ordinances and parts of ordinances in conflict with this ordinance are
hereby waived to the extent of the conflict only.
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CONSENT AGENDA SECTION I; 2/18/2013
ALL ITEMS

ADOPT

YEAS: 12
NAYS: 0

ABSTENTIONS: 0
NOT VOTING: 4

EXCUSED: 0
ABSENT 0

Y Smith Y Archibong Y Moore NV Bond
Y Hall Y Wan Y Martin NV Watson
Y Young Y Shook Y Bottoms NV Willis
Y Winslow Y Adrean Y Sheperd NV Mitchell
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02-18-13
ITEMS ADOPTED ON

CONSENT
ITEMS ADOPDED ON
CONSENT

ITEMS ADVERSED
ON CONSENT

1. 13-0-0126 35. 13-R-0189 67. 13-R-0241
2. 13-0-0129 36. 13-R-0210 68. 13-R-0242
3. 13-0-0175 37. 13-R-0211 69. 13-R-0243
4. 12-0-1314 38. 13-R-0212 70. 13-R-0244
5. 13-0-0132 39. 13-R-0213 71. 13-R-0245
6. 13-0-0276 40. 13-R-0214 72. 13-R-0246
7. 13-0-0279 41. 13-R-0215 73. 13-R-0247
8. 13-0-0283 42. 13-R-0216 74. 13-R-0248
9. 13-R-0193 43. 13-R-0217 75. 13-R-0249
10. 13-R-0201 44. 13-R-0218 76. 13-R-0250
11. 13-R-0202 45. 13-R-0219 77. 13-R-0251
12. 13-R-0203 46. 13-R-0220 78. 13-R-0252
13. 13-R-0207 ITEMS ADVERSED ON 79. 13-R-0253
14. 13-R-0286 CONSENT 80. 13-R-0254
15. 13-R-0007 47. 13-R-0221 81. 13-R-0255
16. 13-R-0011 48. 13-R-0222 82. 13-R-0256
17. 13-R-0013 49. 13-R-0223 83. 13-R-0257
18. 13-R-0204 50. 13-R-0224 84. 13-R-0258
19. 13-R-0205 51. 13-R-0225 85. 13-R-0259
20. 13-R-0208 52. 13-R-0226 86. 13-R-0260
21. 13-R-0209 53. 13-R-0227 87. 13-R-0261
22. 13-R-0195 54. 13-R-0228 88. 13-R-0262
23. 13-R-0196 55. 13-R-0229 89. 13-R-0263
24. 13-R-0197 56. 13-R-0230 90. 13-R-0264
25. 13-R-0198 57. 13-R-0231 91. 13-R-0265
26. 13-R-0277 58. 13-R-0232 92. 13-R-0266
27. 13-R-0181 59. 13-R-0233 93. 13-R-0267
28. 13-R-0182 60. 13-R-0234 94. 13-R-0268
29. 13-R-0183 61. 13-R-0235 95. 13-R-0269
30. 13-R-0184 62. 13-R-0236 96. 13-R-0270
31. 13-R-0185 63. 13-R-0237 97. 13-R-0271
32. 13-R-0186 64. 13-R-0238 98. 13-R-0272
33. 13-R-0187 65. 13-R-0239

34. 13-R-0188 66. 13-R-0240
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